C KaXIbpIM TOOM MOJIOJEKU B MHTEPHETE CTAHOBUTHCSA OOJIbIIE, a IIKOJIBHUKHM OJHHM U3 CaMbIX
aKTUBHBIX IOJIb30BaTesie Pynera. Mexay TeMm, IIOMHMO OIpPOMHOIO KOJIMYECTBA BO3MOKHOCTEH,
UHTEPHET HEeCeT U Mpo0OJieMbl. DTa naMsITKa JOKHA IIOMOYb TeOe 0e3011acHO HaXOUThCS B CETH.

Komnbrorepabie BUpyChbl

KomnbroTepHblii BUpPYC - 3TO pPa3sHOBUAHOCTb KOMIIBIOTEPHBIX IPOrpamMM, OTJIMYUTEIbHOM
0COOEHHOCTBIO KOTOPOI SBISETCS CIIOCOOHOCTh K pa3MHOKEHHIO. B JI0MOTHEHHE K ATOMY, BUPYCHI MOTYT
HOBPEINUTh WM MOJHOCTBIO YHMUYTOXHTH BCe (ailfibl U AaHHBIE, MOAKOHTPOJIbHBIE IOJIb30BATENI0, OT
UMEHH KOTOPOro ObUIa 3amylieHa 3apaKeHHas Mporpamma, a TakKe MOBPEAUTh WIN JaXKe YHHUTOXKHUTh
OINEPALIMOHHYIO CHUCTEMY CO BceMH (ailaMu B 1eJI0oM. B OGOJBIIMHCTBE CllyyaeB PacpOCTPaHSIIOTCS
BHUPYCHI YEPE3 UHTEPHET.

MeTobl 3alUThl OT BPEAOHOCHBIX IPOrpaMM:

1. Ucnonb3yii COBpEMEHHbIE ONEPALMOHHBIE CUCTEMbI, UMEIOILINE CEPbE3HBIN YPOBEHb 3AILMUTHI OT
BPEIOHOCHBIX IIPOTPaMM;

2. IlocrosHHO ycraHaBnuMBaik mayTH (IUQPOBBIE 3alIaTKH, KOTOPBIE aBTOMATHYECKH
YCTAHABJIMBAIOTCS C LENbI0O JOpaOOTKM IpOrpamMMbl) M JApyrue OOHOBJIEHHSI CBOEH OnepalMoOHHON
cucreMbl. CkaunBaii MX TOJBKO C OpHUIHMATIBHOTrO caiita papadorunka OC. Ecnm cymiecTByeT pexum
aBTOMAaTHYECKOr0 OOHOBJIEHHS, BKIIIOUYH €r0;

3. Paboraii Ha cBOeM KOMIIbIOTEpE IOJI IIpaBaMM I0Jb30BATENs, a HE aJMUHUCTpaTopa. JTO HE
IO3BOJMUT OOJIBIIMHCTBY BPEJOHOCHBIX IPOTrPaMM MHCTAJUIMPOBATHCS HA TBOEM MEPCOHAIBHOM
KOMIIBIOTEPE;

4. Hcnonb3yil aHTUBHUPYCHBIE HPOTrPaMMHBIE MPOAYKTHl HM3BECTHBIX IPOU3BOAUTENIEH, C
aBTOMAaTHYECKUM OOHOBJIEHHEM 0a3;

5. Orpanuub (pU3HYECKUNA JOCTYI K KOMIIBIOTEPY Il IOCTOPOHHUX JIMIL;

6. Mcnionb3yii BHEIIHME HOCUTENIN HH(OpMaLIUH, TaKUE KaK (IIemika, 1UCK Ui ¢ailsl U3 UHTEpHEeTa,
TOJIbKO U3 IPOBEPEHHBIX HCTOYHHUKOB;

7. He oTkppiBail KOMIBIOTEpHBIE (aiibl, MOJYYEHHbIE U3 HEHAJE)KHBIX HCTOUYHUKOB. Jlaxe Te
(aiinpl, KOTOpbIE IPUCIAT TBOM 3HAKOMBIN. JIyyllle yTouHH y HEro, OTHPaBJIsUI JIU OH TeOe HUX.

Cern WI-FI

Wi-Fi - 310 He BHI Tepeaayn JaHHBIX, HE TEXHOJOTHS, a BCEro JMIb OpeHsa, Mapka. Eme B 1991
rojly HujepyaHjackas Kommanusi 3apeructpupoBaia 6pena "WECA", uro o603Hayano cioBocOYETaHUE
"Wireless Fidelity", koTopblil nepeBoanuTcs Kak "6ecrpoBoHasi TOYHOCTD'.

Jlo Halero BpeMeHu Joluia Apyras ab0peBuaTypa, KOTopast sIBISETCS TaKOU e TeXHOJoruen. 1o
ab6bpeBuarypa "Wi-Fi". Takoe HazBaHue OBLJIO JAHO C HAMEKOM Ha CTaHJAPT BBICIICH 3BYKOBOW TEXHHUKHU
Hi-Fi, uro B mepeBojie 03HauaeT "BhICOKAs TOYHOCTB".

Jla, OecrulaTHBII MHTEpPHET-IOCTYN B Kade, OTeNnsiX M adpornoprax SBISETCS OTIMYHOU
BO3MOXHOCTBIO BBIXO/Ia B MHTEpHET. HO MHOTHE 3KCIIepThl CUMTalOT, uTo olmenoctynHsle Wi-Fi cetn He
ABIISAIOTCS O€30MaCHBIMHU.

CoBetbl 110 06€30MaCHOCTH PabOTHI B 00IeA0CTYMHBIX ceTsx Wi-fi:

1. He nepenasaii cBoro nuuHyto nHpopmaiuio yepe3 obuienoctynasie Wi-Fi cetn. PaboTas B Hux,
JKEJIaTeIbHO HE BBOJUTH NIAPOJIM JOCTYIIA, JIOTMHBI U KAKHE-TO HOMEPA;

2. HWcnonb3yihi u OOHOBJSIl aHTUBHpPYCHbIE NporpamMmbel U Opanamayep. Tem caMbIM Tbl
o0e3omacuib ceds 0T 3aKaYKH BHPYCa Ha TBOE YCTPOUCTBO;

3. Ilpu ucnons3zoBanun Wi-Fi otkmroun ¢ysakuuio "OO6mmii goctyn K QaitiaM u mpuHTepam'.
JanHas (yHKIMS 3aKpbiTa MO YMOJYAHHUIO, OAHAKO HEKOTOPBIE IMOJIb30BATEIM AKTUBHUPYIOT €€ JUIs
yI00CTBa UCIIOIH30BaHUSI B paboTe Win yueoe;

4. He ucnonb3yit myonuunsiii WI-FI mis nepenaum NUYHBIX JaHHBIX, HalpUMep IJs BBIXOZA B
COLIMAJIbHBIE CETH WU B DJIEKTPOHHYIO MOYTY;

5. Ucnonp3yii Toabko 3amumieHHoe coenquHenue uepes HTTPS, a e HTTP, T1.e. npu Habope Be6-
anpeca BBoau umeHHo "https://";

6. B mobunbHOM Tenedone otkmoun ¢ynkuuto "llonkmouenune k Wi-Fi aBromatnuecku". He
JIOTTyCKail aBTOMAaTUYEeCKOr0 MOAKII0YEeHHs ycTpoiicTBa Kk ceTsiM Wi-Fi 0e3 TBoero cornacusi.



ConuajbnHble CeTH

ConuanbHble CETH aKTHUBHO BXOJAT B HAIly W3Hb, MHOTHE JIOAM paboOTalOT W KUBYT TaMm
HOCTOSIHHO, a B Facebook yxe 3apeructpupoBaH MHJUTMAP]T YEIIOBEK, UTO SIBIISIETCSI OJJHOM CEIbMOM BCEX
JKUTeNlel IaHeThl. MHOTue MOoJIb30BaTeld HE MOHUMAIOT, 4TO WH(pOpMalus, pa3MelleHHAas HUMH B
COLMAIBHBIX CETSIX, MOXKET OBITh HAalJIeHa M UCIOJIb30BaHA KEM YIOJHO, B TOM YHUCIIE HE 00s3aTEIBHO C
OJlaruMH HaMEPEHUSIMH.

OCHOBHBIE COBETHI 110 0€30MIaCHOCTH B COIMMAIBHBIX CETAX:

1. Orpannub CHUCOK Apy3el. Y TeOs B APY3bsIX HE JODKHO OBITh CIYYalHBIX M HE3HAKOMBIX
JIIOJICH

2. 3ammimaid CBOI YacTHYIO >KM3Hb. He ykaswpiBail maponw, TenedoHBI, aapeca, JaTy TBOETO
POXACHUS W JPYTyl0 JHYHYI0O HMHPOPMAUUIO. 3IOYMBIIUICHHUKH MOTYT HCIOJb30BaTh JaXe
MH(GOPMAILIMIO O TOM, KaK Thl U TBOU POJUTEIN TUIAHUPYETE MPOBECTH KAHUKYJIBI;

3. 3ammmai CBOIO PEemyTaIuio - IEPKU €€ B YHCTOTE M 3aJaBail cebe BOmpoc: XOTel Obl Thl, YTOOBI
JIpyrue TOJb30BaTeNM BUIENU, YTO Thl 3arpyxaems? [logymail, mpexae 4yeM 4YTO-TO OMyOJIMKOBATh,
Hamnucarb U 3arpy3uTh;

4. Ecnu Tbl TOBOPUIIDH C JHOJbMH, KOTOPBIX HE 3HAEIIb, HE UCIOJB3YH CBOE peallbHOE UMSI U JPYTYIO
JUYHYIO0 HHPOPMALIUU: UM, MECTO KHUTEIHCTBA, MECTO Y4eOBbl U IpoYee;

5. U36Geraii paszmemienus ¢otorpaduii B UuTepHeTe, T1e Thl 300pakeH Ha MECTHOCTH, IO KOTOPOH
MO3KHO OIIPEJIEIUTh TBOE MECTOIOJIOKEHUE;

6. [Ipu peructpaiuu B COIMAIBLHON CETH HEOOXOIUMO HCIIOIB30BATh CIOKHBIE MTAPOIIH, COCTOSIIINE
u3 OyKB ¥ U (p U ¢ KOJTMUECTBOM 3HAKOB HE MEHEE §;

7. Jnd couManbHOW CETH, MOYTHl M APYTHX CAMTOB HEOOXOJUMO HCIOJIB30BaTh Pa3HbIC MapOJIH.
Torna ecnu T€0s1 B3IOMAIOT, TO 3JI0YMBIIUICHHUKU MOTYYaT JOCTYI TOJIBKO K OJHOMY MECTY, a HE BO BCE

cpasy.
DJIeKTPOHHbBbIE IEeHbI'H

DJEeKTPOHHBIE IEHBIU - 3TO OYEHb YJOOHBIN CIIOCOO IUIaTeXEeH, OJTHAKO CYIIECTBYIOT MOLICHHUKH,
KOTOpPBIE XOTAT NOJYYUTh 3TU JCHBIU.

ONEKTPOHHBIE IEHBIH MOSBUINCH COBCEM HEIABHO M MMEHHO M3-3a 3TOT0 BO MHOTHMX IOCyJapCcTBax
JI0 CHX ITOp HE MPOMKCAHO PO HUX B 3aKOHAX.

B Poccun ke oHM (PYHKIMOHUPYIOT M O HMX YyXK€ NPOIUCAHO B 3aKOHE, IJle MX pa3ieisioT Ha
HECKOJIBKO BUJIOB - aHOHMMHbIE U HE aHOHUMHBIE. Pa3HHIIa B TOM, YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX
paspemiaercsi MPOBOAMTH oOmepauuu 0e3 HISHTU(PUKALUMU TOJb30BaTeNsd, a B HEAHOHMMHBIX
UICHTU(UKALMS TOJIb30BATENs ABISETCS 0053aTeNbHOI.

Taxxe craenyeT pa3nuyarh IEKTPOHHBIE (PMATHBIE IEHBIU (PaBHBI FOCYAAPCTBEHHBIM BalIOTaM) U
3JIEKTPOHHBIE He(pUaTHBIE IEHbIU (HE PaBHBI FOCYIAPCTBEHHBIM BATIOTaM).

OcHOBHBIE COBETHI 110 0€3011acCHON paboTe C INEKTPOHHBIMU JEHbIaMU:

1. ITpuBsku K cueTy MOOMIIbHBIN TeseoH. ITO caMblil yOOHBIN 1 OBICTPBIN C1T0OCOO BOCCTAHOBUTD
nocTyn K cuety. [lpuBsizanHblli TenedoH MOMOXKET, €clid 3a0yJelnib CBOW IUIATEKHBIN TMapoiib WU
3aiCIIb HAa CaliT C HE3HAKOMOI'0 YCTPOUCTBA;

2. Ucnonb3yii ogHOpa3oBbie maponu. [locie nmepexona Ha YCHUIIEHHYIO aBTOPHU3AIMIO T€OE yKe HE
OyzeT yrpokaTh ONAaCHOCTh Kpa)kyl MJIM TIepexBara IJIaTeXHOro MapoJs;

3. Boibepu cnoxublii maponb. IlpectynmHukam Oyaer He MPOCTO yrajarh CIOKHBIM MapoJib.
Hanexnsle maponu - 3TO Mapoiu, KOTOpbIE CoJiepKaT He MeHee § 3HAKOB U BKJIIOYAIOT B ce0sl CTPOYHbBIE
U TpomucCHble OyKBbI, LU(PHI M HECKOJBKO CHMBOJIOB, TaKHe KakK 3HaK joiapa, (QyHTa,
BOCKJIMIIATEIbHBIN 3HAK U T.11. Hanpumep, $tROng!;;

4. He BBOIM CBOM JIMYHBIEC JAHHBIE HA CAWTAX, KOTOPBIM HE JIOBEPSECIIb.

DJIEKTPOHHAsI 1OYTA

DneKTpoHHas IoYyTa - 3TO TEXHOJOTHS M MPENOCTABISIEMbIE €l0 YCIYI'HM IO IMEepechblUIKe U
MOJYYEHUIO 3JIEKTPOHHBIX COOOIIEHUH, KOTOpBIE PACHPENENIOTCS B KOMIBbIOTEpHOW ceTH. OOBIYHO
3JIEKTPOHHBIA TOYTOBBIN SIIUK BBITTISIUT CJIEIYIOIMIMM 00pa3oM: HMMsl_IOJIb30BATEIA(@UMS_JIOMEHA.
Taxoke KpoMme nepeaun IpocTOro TeKCTa, UMEETCs BO3MOXKHOCTD IepeaBarh (aiiibl.

OcHOBHBIE COBETHI IO 0€30MacHO padoTe ¢ ANEKTPOHHON TTOYTOM:

1. Hago BBIOpaTh mpaBUIBHBIA IOYTOBBIM cepBUC. B HHTEpHETE €CThb OrpOMHBIH BBIOOP



OecIIaTHBIX MMOYTOBBIX CEPBHCOB, OJTHAKO JIYUIIE TOBEPSITh TEM, KOTO 3HACIIb U KTO MEPBbIil B pEHTHHTE;

2. He yxka3pBaii B JaMYHOW mouTe JWYHYI0 uHpopMmanmioo. Hampumep, mydme BbIOpaTh
"My3bIKaNbHBIN (aHaT@" wim "pok2013" BMecTo "Temal3";

3. Hcnonp3yil ABYXATalHYIO aBTOPHU3AlMI0. JTO KOrJa IMOMUMO MapoJii HY)KHO BBOAMTH KO,
npuchUIaeMbIi 1o SMS;

4. BeiOepu CIOXHBIN maposib. st KaXI0ro MOYTOBOTO SIIIHUKA JOJDKEH OBITh CBOM HAC)KHBIM,
YCTONYUBBIN K B3JIOMY 1apOJIb;

5. Ecnm ecTh BO3MOKHOCTh HAallMCaTh CAMOMY CBOM JIMYHBINA BOIIPOC, UCIIOJIB3YH 3TY BO3MOXKHOCTB;

6. Mcnonb3yil HECKOJIBKO MOYTOBBIX SIIMKOB. IIepBbIi JJIsI 4acCTHOW MEpPENHCKH C ajpecaTaMu,
KOTOPBIM ThI IOBEPSICIIb. DTO 3JEKTPOHHBIIN aapec He HAJ0 MCIOJIb30BaTh MPH PETUCTPALINH Ha hopyMax
W CalTax;

7. He oTkpsiBaii (ailsibl 1 Ipyrue BIOKEHHUS B MUChMaXx, Ja)Ke €M OHHU MPUIILIN OT TBOUX JIPY3eH.
Jlyuyiie yTOYHH Y HUX, OTIPABIISIIN JIK OHU TeOe 3TU (aiiibl;

8. Ilociie okoHYaHUsI pabOTHI HA IIOYTOBOM CEpPBHUCE MEPe]] 3aKPHITHEM BKIIAJIKH C CAlTOM HE 3a0yab
HaxkaTh Ha "Beiitu".

Knﬁepﬁymmnr HJIK BUPTYAJIbHOEC U31€BATEJILCTBO

KubepOynmauHr - mpecienoBaHue COOOLICHUSMH, COJEpKAIIUMU OCKOPOJEHHS, arpeccuio,
3alyrMBaHKe; XyJUTaHCTBO; COLMAIbHOE OOMKOTUPOBAHUE C TOMOIIBIO PA3IMYHBIX HHTEPHET-CEPBUCOB.

OcHoBHbIE COBETHI 110 O0pbOE ¢ KHOEPOYITUHIOM:

1. He Gpocatics B 60#i. Jlydmuii crioco0: TOCOBETOBATHCS Kak ce0sl BECTU M, €CITH HET TOT0, K KOMY
MOKHO OOpaTHTBCs, TO BHAyaje YCIOKOUThbCA. Eciau Thl HauHeNb OTBEYAaTh OCKOPOJIEHUSMHU Ha
OCKOpOJICHUSI, TO TOJBKO €Ille O0JIbIIE Pa30X¥OKEITh KOH(IIHUKT;

2. YrpaBinsii cBoeil KubeppenyTaimei;

3. AHOHMUMHOCTh B ceTd MHUMas. CylecTBYIOT CHOCOObI BBISICHUTH, KTO CTOUT 3a aHOHUMHBIM
AKKayHTOM;

4. He cTOMT BECTH XyJIUTaHCKWH 00pa3 BHPTyalnbHOH XU3HH. HTEpHET (QHUKCHpyeT BCE TBOU
NEHCTBUS U COXpaHSIET UX. Y TAMUTh UX OyJIeT KpailHe 3aTpyIHUTENBHO;

5. Cobmro1aii CBOO BUPTYaJIbHYIO Y€CTh CMOJIONY;

6. Urnopupyil enuHuuHbli HeraTuB. OJHOpa30Bble OCKOPOUTENbHBIE COOOIICHUS JIydIle
UrHopupoBaTh. OOBIUHO arpeccusi NpeKpalaeTcss Ha Ha4aJIbHOUM CTaauH;

7. ban arpeccopa. B mporpammax oOMeHa MIHOBEHHBIMHU COOOIIEHUSIMH, B COLTUANIBHBIX CETAX €CTh
BO3MO>KHOCTb OJIOKMPOBKH OTIPABKH COOOIIEHUH C ONIPEIETICHHBIX aJIPECOB;

8. Ecau TeI cBuaerens kuOepOymimHra. TBoum AEHCTBUS: BBICTYNUTh NPOTUB IPECIENOBATENS,
IIOKa3aTb €My, 4TO €ro ACWCTBHs OLICHMBAIOTCSI HEraTUBHO, IMOAJEP)KAThb JKEPTBY, KOTOPOM HY)KHA
IICUXOJIOTHYECKast MOMOIIb, COOOIIUTH B3POCIBIM O (DaKTe€ arpeCCUBHOTO MOBEJCHUS B CETH.

MoOuabHbIi Tes1e(oH

CoBpemeHHble cMapT(OHBI U IJIAHIIETHI COAEp’KaT B ceOe BIOJHE B3pOCHBIM (YHKIMOHAN, U
TENepb OHU MOTYyT KOHKYPHPOBaTh CO CTAllMOHAPHBIMHU KOMIIbloTepaMu. OIHAaKO, CPEACTB 3alUThI IS
MOJI0OHBIX YCTPOICTB IOKa OYEHb Maso. TecTupoBaHNE U MOUCK YSI3BUMOCTEN B HUX MPOMCXOJIUT HE TaK
UHTEHCUBHO, Kak a1 [1K, To e camoe kacaeTrcs U MOOMIIbHBIX MPUIIOKEHUH.

CoBpemeHHbIE MOOWIIBbHBIE Opay3epbl YK€ MPaKTHUYECKU JOTHAIM HACTOJIbHBIE aHAJIOTH, OJHAKO
pacupenue (GyHKIMOHAJa BII€UET 3a cO00M OOJBIIYIO CI0KHOCTh U MEHBIIYIO 3alIUIIEHHOCTD.

Jlaneko He Bce MPOU3BOAMTENH BHIYCKAIOT OOHOBIIEHUS, 3aKPBIBAIOIINE KPUTHUECKHE YA3BUMOCTH
JUISL CBOMX YCTPOMCTB.

OcHOBHBIE COBETHI JIsl 0€30MaCHOCTH MOOMIBHOTO TesieoHa:

Huuero He siBiisieTcst mo-HacTosAeMy OecrulaTHbIM. byib ocTopoXeH, Bellb Koraa Tede mpeiaraior
OecriaTHBI KOHTEHT, B HEM MOT'YT ObITh CKPBITHI KAKHE-TO IUIATHBIE YCIIYTH;

Hymaii, npexxae dyem otnpaButb SMS, ¢oTto mnm Buigeo. Thl TOUHO 3Haellb, IJe OHU OyAyT B
KOHEYHOM uTOre?

Heo6x011M0 00HOBIISATH ONEPAIIIOHHYIO CHCTEMY TBOETO CMapT(OHa;

Wcnonb3yit aHTUBUPYCHBIE IPOTPAaMMBbI 11 MOOMIIBHBIX Telle()OHOB;

He 3arpyxail mpui1okeHHs OT HEU3BECTHOI'O UCTOYHHKA, BEAb OHU MOTYT COZEPKATh BPEIOHOCHOE
IpOrpaMMHOE 00ECTIEUCHHE;

ITocne Toro kak ThI BBIMICIIb C CaiiTa, TJe BBOAMJI JIMYHYIO MH(OpMAIMIO, 3ali 1 B HACTPOUKHU



Opaysepa u ynanu cookies;

[Iepnonnuecku npoBepsii, KaKue IUIaTHbIE YCIIYT'M aKTUBUPOBAaHBI HA TBOEM HOMEDE;

JlaBaii cBoli HOMEp MOOMJIBHOTO TeiedoHa TOJBKO JIIOMSAM, KOTOPBIX ThI 3HACHIb M KOMY
JIOBEPSICIIIb;

Bluetooth gomxen ObITH BBIKIIIOUEH, KOTJa Thl UM HE MOJb3yenibes. He 3a0biBail HHOT/Ia POBEPSATH
3TO.

Online urpwl

CoBpeMeHHbIE OHJIAHH-UTPBHI - 3TO KPACOYHBIC, 3aXBAaTHIBAIOIIME pa3BIICUCHUs, OOBEAUHSIONINE
COTHH THICSAY YEJIOBEK 110 BceMy MUpy. Irpoku uccienyroT JaHHbIA UM MUP, OOILAIOTCS APYT C IPYroMm,
BBIMOJHAIOT 33aJaHMsl, CPAKAIOTCSI C MOHCTPAaMHM M IOJIyYalOT ONBIT. 32 YAOBOJIBCTBHE OHM IUIATAT:
HOKYNAIOT JUCK, OINIAYMBAIOT A00OHEMEHT WJIM IPUOOPETAIOT KAKUE-TO OIIHUH.

Bce sTm cpenacrtBa mayT Ha MoOJAEp)KaHUE W pa3BUTHE HUIPHI, a TAakKe Ha camy 0€30MacHOCTH:
COBEpPILEHCTBYIOTCSI CHUCTEMbl aBTOPHU3ALlMHU, BBIYCKAIOTCS HOBble MaTdyd (UM(pOBBIE 3aIUIaTKU IS
IIPOrpaMM), 3aKpbIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B 1nonoGHBIX Hrpax CTOMT OMAcaThCsl HE CTOJBKO CBOMX COINEPHUKOB, CKOJIBKO KpPaXXH TBOETO
1aposisi, Ha KOTOPOM OCHOBaHa CUCTEMa aBTOpU3alMK OOJBIIMHCTBA UTP.

OCHOBHBIE COBETHI 10 O€30MaCHOCTH TBOETO UTPOBOI'0 aKKayHTa:

1. Ecnu npyroit urpok BeneT cedsl IUIOXO WM CO3/laeT TeOe HENMPHUSATHOCTH, 3a0JOKHpYH ero B
CIHMCKE UT'POKOB;

2. Iloxamyiics agMUHUCTpAaTOpaM HIPhl Ha IUIOXO€ IIOBEIEHHME 3TOr0 HUIPOKA, >KEIaTEIbHO
HPUIIOKHUTH KaKHe-TO JI0Ka3aTeNbCTBA B BUJIE CKPHUHOB;

3. He yka3piBaii THYHYI0 HHPOPMALIUIO B TIpodaiiie urpsr;

4. YBaxail Ipyrux y4acTHUKOB II0 UIPE;

5. He ycranarnuBaii Heo(uIIMaIbHBIC TTATYH ¥ MOJIBI;

6. Mcnionb3yil cia0XKHbIE U Pa3HbIE APOIIH;

7. Jaxxe BO BpeMs UIPbl HE CTOMUT OTKJIKOYaTh aHTHUBUpYC. IIoka Tl Mrpaemb, TBOM KOMIIBIOTED
MOTYT 3apa3UTh.

@OUIIUHT WA Kpaka JUYHbIX TaHHbIX

OObIuHOW Kpaked JeHer W JOKYMEHTOB CETOJHS Y€ HHUKOTO HE YAWBHIIb, HO C Pa3BUTHEM
UHTEPHET-TEXHOJIOTMH 370yMBIIUIEHHUKN TEePEeMECTHIINCh B WHTEPHET, M MPOJOJIKAIOT 3aHUMAThCS
"TII0OMMBIM" TETIOM.

Tak mosiBUIIach HOBasi yrpo3a: MHTEPHET-MOIIEHHUYECTBA WM (DUILUHT, IJIaBHAs L1€Jdb KOTOPOTro
COCTOUT B TIOJNYYEHUH KOH(HICHIMAIHHBIX IaHHBIX II0Jb30BaTeNeld - JIOTMHOB W mapoieil. Ha
aHruiickoM s3bike phishing ynraercs kak GuuuHr (ot fishing - peiOHas noBis, password - Tapos).

OcHOBHBIE COBETHI 110 00PHOE C PUIIUHTOM:

1. Cnenn 3a cBOMM akkayHTOM. Eciu Thl mojo3peBaelllb, YTO TBOSI aHKeTa Oblja B3JOMaHa, TO
HE00X0aMMO 3a0JIOKUPOBATH €€ U COOOIIUTH AIMUHUCTPATOPaM pecypca 00 3TOM Kak MOKHO CKOpee;

2. Ucnonb3yit Oe3onacHble BeO-CallThl, B TOM YHCIIE, HHTEPHET-Mara3nHoB U IOMCKOBBIX CUCTEM;

3. Hcnone3yih CHnOXHBIE U pas3Hble Mapoyid. TakuMmM oOpa3oMm, eciu TeOs B3JIOMAOT, TO
37I0YMBIIIJICHHUKH MTOJTy4aT AOCTYH TOJIBKO K OJHOMY TBOEMY NMPO(DUIIO B CETH, @ HE KO BCEM;

4. Ecnu T1ebGs B3mOoMaliu, TO HEOOXOAMMO MpPEenyNpeauTh BCEX CBOMX 3HAKOMBIX, KOTOpHIE
noGaBiieHbl 'y TeOs B JApYy3bsiX, O TOM, YTO TeOs B3JIOMAIM M, BO3MOXKHO, OT TBOEro MMEHHU Oyjaer
pacchUIaThCsI ClIaM U CCHUIKH Ha (DPUITUHTOBBIE CAHTHI;

5. YcranoBu HanexHsbli napois (PIN) Ha MoOUIBHBIH TenedoH;

6. OTKJIIOYM COXpaHEHHUE Maposis B Opaysepe;

7. He oTkpsiBaii (ailsibl U Ipyrue BIOXKEHHUS B MUChMaXx, Ja)ke €CIH OHU MPUIILIH OT TBOUX JIpY3eH.
Jlydie yTOYHH y HUX, OTIPABIISUIN JIX OHU TeOe 9T (paiiibl.

Mud¢posas penyrauus

Hudposass pemyranmusi - 3TO HeraTUBHAs WM TO3UTHBHas uH(popManus B ceThu o Tebe.
Komnpomerupyromas nHpopmanus, pasMeieHHas B UHTEPHETE, MOXKET CEPbEe3HBIM 00pa30M OTPa3UTHCS
Ha TBOeW peanbHOU xu3HU. "llmdpoBas pemyrarusa" - 3TO0 TBOWM WMHIK, KOTOPBIA (OPMHUpPYETCS M3
uHpopManuu o Te0e B UHTEPHETE.



TBoe MecTo JKWTEIhCTBA, y4eObl, TBOE€ (PHHAHCOBOE IIOJOKEHHUE, OCOOCHHOCTH XapakTepa |
pacckasbl 0 OJIM3KHX - BCE 3TO HAKAIUIMBACTCS B CETH.

MHorue noJIpoCTKU JETKOMBICIEHHO OTHOCATCS K IMMyOJIMKaluK JUYHON nHpopmaiuu B MHTepHeTe,
HE MOHMMAas BO3MOXKHBIX MocieAcTBUN. Thl Jake HE CMOXKEUIb JIOTaJaThCsi O TOM, 4TO (oTtorpadus,
pa3MelieHHas 5 JIeT Ha3a/l, cTajla IPUYUHOM 0TKa3a IPUHATH TeOs Ha paboTy.

Kommenrtapuu, pazmemenue TBoux ¢ororpaduil u apyrue IEHCTBUS MOTYT HE HCUYE3HYTh Jaxke
nociie TOro, Kak Thl UX yJauuiib. Thl HE 3HAEUIb, KTO COXpaHWI 3Ty MH(OpMAIHIO, ToNajia JU OHA B
IIOMCKOBBIE CHUCTEMbI U COXPAHMJIACh JIM OHA, a IJIABHOE: YTO MOAYMAarOT O TeOe OKpY’Karollue JIIOJH,
KOTOpBIE HAWIYT U YBUAAT 3T0. HaiiT nHdopMalnio MHOTO JIET CIIYCTSI CMOKET JIF000H - Kak U3 JOOpbIX
noOyX/IeHU, TaK ¥ ¢ HAMEPEHUEM MPUYUHUTH Bpell. ITO MOXKET OBITh KTO YTOIHO.

OCHOBHBIE COBETHI 10 3aIIUTE HU(POBON PEIyTALNH:

1. [Momymaii, mpexe 4eM 4To-TO IMyOJIMKOBaTh M IepenaBaTh y ceOs B OJ0re Wik B COIHATBHOU
CceTH,

2. B mnHacrpoiikax mnpodwis YCTaHOBM OrpaHHYEHHs HA IMPOCMOTP TBOETO NPOQMIL U €ro
COAEP)KUMOTO, CIeal ero TOJbKO "1 apy3en";

3. He pasmemaii u He yka3piBali MH(OpPMAIMIO, KOTOpas MOXKET KOro-IM0O0 OCKOPOJIATh WM
00MXaTh.

ABTOpCKOE NPaBo

CoBpeMeHHbIE IIKOJIBHUKU - aKTHBHBIE MOJIb30BaTeNd LH(poBoro npocrpancrsa. OnHAKO aneko
HE BCE 3HAIOT, YTO MOJIb30BAHUE MHOTUMH BO3MOKHOCTSMHU HU(PPOBOTO MUPA TPEOYET COOIIIOICHHS MTPaB
Ha UHTEIJIEKTYaJIbHYI0 COOCTBEHHOCTb.

TepMuH "uHTENNEKTYyaNbHAs COOCTBEHHOCTH" OTHOCUTCS K Pa3jIMYHBIM TBOPEHUSM YEJIOBEUECKOIO
yMa, HauMHasl ¢ HOBBIX M300pETEHHI U 3HaKOB, 0003HAYAIOIIUX COOCTBEHHOCTh Ha NMPOJYKTHI U YCIYTH, U
3aKaH4YMBasi KHUTaMH, poTorpadusMu, KHHODHIEMAaMH U MY3bIKQIbHBIMUA IPOU3BEACHUSMH.

ABTOpCKHE IpaBa - 3TO IpaBa Ha MHTEJUICKTYaJIbHYI0 COOCTBEHHOCTh Ha NPOM3BEIEHHS HAYKH,
JUTEpaTypbl M HUCKYCCTBa. ABTOpCKHME IIpaBa BBICTYHNAIOT B KAauecTBE TapaHTUU TOrO, 4YTO
UHTEJUIEKTYaJIbHBIN/TBOPUECKUIl TpyZ aBTOpa He OyAeT HampacHbIM, JacT €My CIIpaBeUIMBbIC
BO3MOXXHOCTH 3apaboTaTh Ha pe3yjbTaTaX CBOErO TPyJa, MOJIYYUTh MU3BECTHOCTh U Ipu3HaHue. HukTo
0e3 paspelleHuss aBTopa HE MOXKET BOCIPOM3BOAUTH €r0 NMPOU3BEACHHE, PACIpPOCTPAHATh, MYOJIUYHO
JEMOHCTPUPOBaTh, IMpoJaBaTh, WMIIOPTUPOBATh, IyCKaTb B NPOKaT, I[YOJWYHO HCHOIHSTH,
MOKa3bIBaTh/UCIIONIHATH B 3¢ Upe WK pa3Meniats B IHTepHeTe.

Hcnons3zoBanne "muparckoro” mporpaMMHOr0 00€CTIeUeHUs] MOXKET MPUBECTH K MHOTHUM PHCKaM:
OT TOTepU JAHHBIX K TBOMM aKKayHTaM J0O OJIOKHPOBKHM TBOETrO YCTPOMCTBa, TJ€ YCTaHOBIIEHA
HenerajgbHasg mporpaMma. He cTouT Takxke 3a0bIBaTh, YTO CYIIECTBYIOT JIETajbHble U O€CIIaTHbIE
IPOrpaMMbl, KOTOPbIE MOKHO HalTH B CETH.

O noprane

CereBrn4OK.p( - TBOI ITTaBHBIM COBETUYHK B CETU. 3[1€Ch Thl MOXKEIIb Y3HATh O 0€30MIaCHOCTU B CETU
HOHATHBIM M JOCTYIHBIM SI3bIKOM, a IpU BO3HUKHOBEHMHM KPUTHYECKOH CUTyallMuu OOpaTHUThCS 3a
COBETOM. A Tak)Ke IPUHSTH y4acTUE B KOHKYpPCaX U CTAaTh CaMbIM IIU(POBHIM I'paskJaHUHOM!



